MULTI-FACTOR AUTHENTICATION (MFA) $ gh?RBYAL

FREQUENTLY ASKED QUESTIONS 2ie¢ TRADE:

1. Why is GDT introducing Multi-Factor Authentication?
Global Dairy Trade is introducing multi-factor authentication (MFA) as an added level of security for our
customers.

2. What is Okta?

Okta is an identity and access management company that provides cloud software to help companies
manage and secure user authentication. Okta identity management service supports multi-factor
authentication (MFA) to access MyGDT. This minimises the risk of an account being compromised and
strengthens the reliability and performance of authentication process.

3. What is MFA?

Multi-factor Authentication (MFA) combines something you know (your email address and password) with
something you have (an authenticator app on your smartphone or tablet).

MFA provides an additional layer of security to your password, reducing the risk of your account being
compromised.

4, How do | set up a Multi-Factor Authentication?
If you already have an existing MyGDT account, you will be prompted onscreen to set up MFA when you next
login.

If you do not yet have a MyGDT account, you will receive a welcome email from help@globaldairytrade.info
once your new MyGDT account has been set up, with instructions on how to set up MFA. Please also refer to
our user guide ‘How to Setup MFA.

5. Itried logging into MyGDT and followed the instruction to setup MFA.
| selected an authenticator to download.

Setup Okta Verity

But when | tried to proceed it displayed this error message:

:ii'i] GLOBAL DAIRY TRADE:

What should | do?

Please refresh your page and login again. You may have already
downloaded an authenticator app on your smartphone. Once a R
Your company requires multifactor
barcode is displayed onscreen, open the authenticator app on your suthenticstion toaddianiadditionallaver.of
St‘Cthy’ when signing In to your account
smartphone and scan the barcode.

‘Your session has expired. Please try
to sign in again.

Set up multifactor authentication

Okta Verify
Enter single-use code from the
mobile app

e Google Authenticator
> Enter single-use code from the
mobile app.
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6. Is my existing password changing?
No, your existing password will not change. However, when you login you will then be prompted to setup and
authenticate with MFA to access your account.

7. | cannot download an authenticator app on my smartphone. What should | do?

Please email GDT at help@globaldairytrade.info.

8. |do not have a smartphone, what should | do?
You can set up MFA using SMS-Text authentication. Please refer to our user guide 'How to Setup SMS-Text
Message Authentication.
Alternatively, GDT can set-up the authentication method using SMS. Send an email to help@
globaldairytrade.info and we could set up your SMS authentication.

9. How do | unlock my account? b et
Select the 'Unlock Account' link in the sign-in page. e e s e e e

Enter your user email and click 'Send Email. An email will be ik is ko urock fhe accoun foryour sermame

jojoparaiso@yahoo.com:

sent to your account to initiate the process of unlocking.

If you experience difficulties accessing your account, send a help request fo
your administrator using the link: help@globaldairytrade.info

T BEREETE e 5 . Okia. R

Accounts are locked after four (4) incorrect password entries.

Accounts are also locked, if five incorrect code entries for MFA

www.globaldairytrade.info

are entered.

Hi JojoPrincel,

For both cases, the same process of unlocking applies. ST e v o e many g e e S e ore

If you experief
help@globald

account, please contact us at:

us at any stage forinformation or assistance:

Regards,

The Team at GDT

)

10. How do | reset my password?

Select the 'Forgot Password' link in the sign-in page. :: GLOBAL DAIRY TRADE:

signIn

Enter your username

Password

| -

] Remember me

Forgot Password?

Unlock Account?
Email GDT for Help

By logging In you are agreeing to our terms of use.
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Then enter your user email and click 'Reset via Email' 112 GLOBAL DAIRY TRADE:

An automatic email will be sent with the instructions on how to create the
new password. s

1. How do | download an authenticator app onto my smartphone?
GDT has selected Google Authenticator and Okta Verify as their authenticator apps. Both are available in
Google Play for Android and Apple Store for iPhone.

Android: iPhone:

Okta Verify

Oktalne. Productivity Xk kAL 5E71 8

€ Everyone

This 2pp is available for your device ‘

Seamless authentication Protect your accounts with
‘and devics sscurity i

‘two-factor authentication

Set up Google Authenticator
Once downloaded, you will receive instructions on how to set it up from the Welcome Email sent by GDT.

12. Is there an option of using other authentication apps?
Not at the moment. Google Authenticator and Okta Verify are the two authentication apps recommended
by GDT. GDT is looking at other options and will update you as these are added.

13. What happens if | lose or change my mobile device?
Once you get a new mobile device, you will need to register it against your existing account.

Contact GDT for help at
14. My smart phone is not scanning the QR code. What should | do?

There is an option under the
QR Code box that says, For Google Authenticator, in your For Okta Verify app, in your phone,
‘Can't scan’. Click this. phone, click on ‘Enter Key Manually'. click 'Enter a setup key'

332 -

Scan QR Code

GLOBAL DAIRY TRADE:

<)

Setup Okta Verify

Launch Okta Verify

Can't scan?

Enter a setup ke
[ Enter Key Manually nter asetupkey | ()

Back to factor list
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https://play.google.com/store/apps/details?id=com.okta.android.auth&hl=en_AU&gl=US
https://apps.apple.com/nz/app/google-authenticator/id388497605

15. | received an email that says my MFA is reset, what should | do?

The next time you login to MyGDT follow the prompts in order to reconfigure your MFA.

16. | deleted the authentication App by mistake. What should | do?
Re-install the Google Authenticator or Okta Verify app again from Google Play for Android and Apple
Store for iPhone. Once downloaded, refer to the Welcome Email sent by GDT for instructions on how to

set it up.

Android: Q Okta Verify N iPhone:

Set up Google Authenticator

17. Do | have to use a second authentication factor?

Yes. All users will require a second authentication factor to access MyGDT.

18. Do | have to use a second factor of authentication every time | access MyGDT?
No, you will only be required to use the second factor once per device, and then periodically. You will still need
to enter your password every time you login.
19. When will | need to enter the second factor of authentication?
Some of the scenarios you will need to key in your second factor of authentication are:
The first time you enable MFA
When you login to a device (computer, mobile phone, tablet...) for the first time
On a device you have enabled MFA but using a different browser
When your MFA is reset by GDT
Setting up a new password after password expiration

When clearing cache from existing browser

20. | am not receiving SMS on my phone despite successfully enrolling. What should | do?

You can request to resend the code in the login page, or you can contact GDT at

o e o o
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https://identity.globaldairytrade.info/#/
https://play.google.com/store/apps/details?id=com.okta.android.auth&hl=en_AU&gl=US
https://apps.apple.com/nz/app/google-authenticator/id388497605



